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Sample Data Protection Policy

Notes: - 

1. Check you have notified the Information Commissioner where required that you will be processing personal data, and that you have paid the applicable fee.

2. It is important that employees provide you with informed consent to allow you to process their personal data. Whilst not entirely acceptable, such consent usually appears in the employment contract and relates to both personal data and sensitive personal data. As a minimum you should have such a consent provision in your contracts of employment.

3. Reference is made in this policy to ‘the company’. If your organisation is not a company (being perhaps a charity or a partnership, for example), you should amend references to ‘the company’ as appropriate.

4. Training should be provided to staff that are involved in the processing of personal data and / or sensitive personal data.

5. This policy provides guidance on basic compliance. However, it is essential that you familiarise yourself with provisions and codes of practice relating to data protection on the Information Commissioner’s website – www.ico.gov.uk 

Data Protection Policy

1.   
Purpose

The purpose of this policy is to ensure that the company complies fully with its legal obligations in relation to the protection of personal data that it holds about or concerning any individual.  All employees and officers of the company must familiarise themselves fully with its contents and ensure that its terms are applied fully in relation to the handling or “processing” of personal data.

Those employees whose job involves the handling of personal data will receive appropriate training at their induction
 and, as required during their employment, on the detail of the Data Protection Act 1998 and the procedures for obtaining, retaining, updating, using, transporting, sending and destroying personal data.  All of these functions are strictly confidential and any employee handling personal data in breach of the company’s data protection policy may face disciplinary charges that may, in serious cases, result in dismissal.

This policy concerns personal data held by the company in relation to any person, whether they are, were or are about to become employees of the company or any customer, supplier or contact.  Personal data is described below in more detail, but the concept is very broad and may include any information about any individual, held by the company.

Data protection laws are overseen by the Information Commissioner who has powers to take legal action against businesses or individuals acting unlawfully.  Any employee may make themselves individually liable to legal action by the Information Commissioner and/or by any individual whose information they have disclosed in breach of data protection legislation and who suffers loss as a result.  There have also been very high profile cases involving loss of data in breach of the legislation giving rise to very real damage to the reputation of the organisations concerned.  This policy is designed to prevent such potential damage to the company and its employees and to ensure that personal data processed by the company is dealt with in full compliance with the law.

2. 
Definition and scope

The law contains some important concepts that define the obligations of the company and its employees.  Although most employees are not expected to remember detailed legal definitions, a general understanding of the concepts is required to avoid inadvertent breaches and to ensure that employees can take further advice in relation to any particular situation that may give rise to concern.  The company will nominate an individual responsible for data processing and compliance with data protection legislation
.  Any questions or concerns relating to the company’s or any individual employee’s responsibilities should be referred to the employee’s line manager.  

Some important terms used in the data protection legislation have been broadly defined below to assist employees to carry out their duties for the company properly and lawfully.  They are close to but are not strictly legal definitions.  Applying them, however, will greatly assist in legal compliance as they are designed to avoid complex legal points, and are, therefore, broadly defined.  

Data means recorded, stored information irrespective of the medium by which it is recorded or on which it is stored..... 
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�	 Training should be provided for any staff that are involved in the handling of personal data.


�	 This person  should be named in the notification to the Information Commissioner.
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