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Sample Security Policy

Notes: - 

1. This policy can be used as a standalone document, or can be integrated into an existing staff manual or handbook.

2. This policy should be used in conjunction with a disciplinary policy, available here. Employers should also have in place a policy that deals with the monitoring of employees, available here.

3. This policy is quite broad, and covers a number of technical and practical issues that might not be appropriate for all organisations. Employers should feel free to trim such provisions as they may feel are overly burdensome in their particular circumstances.

4. Reference is made in this policy to ‘the company’. If your organisation is not a company (being perhaps a charity or a partnership, for example), you should amend references to ‘the company’ as appropriate.

Security Policy

1.
Purpose

This policy is designed to emphasise the importance that the company places upon security of its property, confidential information and electronic systems including any computer and any accessory or peripheral device connected to or networked with any such computer, in this policy referred to as the company’s “property”.

The company’s property should be used for the business interests of the company and must not be used in any way contrary to those interests.  The company will take active steps to protect its property, including taking legal action.   Any copying, distribution or abuse of any company property other than for the company’s legitimate business purposes is strictly prohibited.

This policy is also designed to protect the company’s electronic security systems and therefore to ensure the security of its computer equipment and software and physical property including its premises.  It covers all aspects of the company’s security or electronic equipment that it is designed to protect including but not limited to entry codes, electronic codes in security fobs, electronic keys and alarm systems as well as the company’s computer equipment and networks.  

The company will afford access to its confidential information to enable employees to carry out their duties, but such confidential information is valuable and loss or misuse of it could cause substantial damage to the company.

This policy is non-contractual in effect and does not form part of normal terms and conditions of employment. The company reserves the right to change the terms of this policy from time to time and to introduce a replacement procedure as may be required.

2.
Definition and scope

This policy applies to all employees, agency workers, independent contractors or any other worker afforded access to the company’s property, referred to in this policy as “employees”.   

This policy should be read in conjunction with the company’s disciplinary, data protection, equal opportunities and monitoring and personal use of company property policy.

For the purposes of this policy computer equipment shall mean any hardware and/or software that uses or comprises electronic or computer code or circuitry, including but not limited to telephones, televisions, CCTV systems, DVD’s, video recorders or sound recording equipment where such equipment is capable of being connected to a computer by digital or other interface..... 

THIS DOCUMENT CONTAINS THE FIRST FEW PAGES OF OUR SECURITY POLICY TEMPLATE. THE COMPLETE  TEMPLATE CAN BE PURCHASED ON THE EMPLOYMENT LAW CONTRACTS WEBSITE: SECURITY POLICY
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